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Abstract— 

Extraordinary and speedy growth of the internet technology needed to establish security mechanism. 

So for achieving this objective NIDS is used. Data mining is one of the most effective techniques used 

for intrusion detection. This effort evaluates the performance of unsupervised learning techniques 

over benchmark intrusion detection datasets and revealed that detection rate was enhanced when 

most significant features were used to represent input data. The purpose of this study is to enhance 

the detection rate by reducing the network traffic features and to investigate the feasibility of 

inspired Immune Network approach for clustering different kinds of attacks and some novel attacks, 

it was seen that Decision Trees had a higher accuracy. 

 

Keywords- Feature selection, k-mean clustering, fuzzy k mean clustering, J48 clustering, and KDD 

cup 99 dataset  
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 Introduction  

The number of vulnerabilities also is increasing and causing 

the network resources unavailable and violates the system 

confidentiality, veracity and availability. Intrusion is the series 

of the set of related movement which perform unauthorized 

access to the useful information and unauthorized file 

modification which causes harmful activity. Intrusion 

detection system deal with supervising the incidents 

happening in computer system or network environments and 

examining them for signs of possible events, which are 

infringement or imminent threats to computer security, or 

standard security practices. Intrusions pose a serious security 
threat for the stability and the security of information in a 

network environment. [1-3] A network intrusion attack 

encompasses a wide range of activities. It includes attempt to 

weaken the network, gaining unauthorized access to files with 

privileges, or mistreatment and misuse of software. The 

intrusion detection is to automatically scan network activity 

and detect intrusion attacks. There have been many techniques 

for modeling anomalous and normal behaviors for intrusion 

detection. The name based and supervised variance detections 

are widely deployed and commercially available. The 

signature-based finding extracts features starting the network 
data. It detects intrusions by comparing the feature values to a 

set of attack signatures provided by human experts. However, 

it can only detect previously known intrusions with a 

signature. [4] To overcome these obstacles, unsupervised 

anomaly detection methods have been addressed recently. 

These methods take a set of unlabeled data as input and 

attempt to find intrusion buried within the data. To detect a 

new attack, they do not need any prior knowledge about 

training data and new attacks. The unsupervised anomaly 

detection is a deviation of the classical outlier detection 

problem. These detection methods are based on two basic 

assumptions about data. First, the number of normal instances 
vastly outnumbers that of anomalies. Second, data instances of 

the same classification (type of attack or normal) should be 

close to each other in the feature space under some reasonable 

metrics, and instances of different classifications are far apart. 

1. RELATED WORKS 

Main problem with k-mean clustering is it uses hard 
assignment for assigning the data points to the corresponding 

clusters. [5]So for removing this problem and calculating the 

membership of every data point corresponding to every cluster 

we have used fuzzy k mean clustering. Another problem with 

clustering algorithms is cluster to class assignments. For this 

we have used J48 classification techniques for assigning a 

cluster to a particular. 

Most of IDS examine all features of dataset to detect 

intrusions [6]. Some of the features may be redundant or some 

how contribute little to the detection process. The purpose of 

this phase of the study is to identify important input features in 

the IDS dataset that contribute to the efficiency and the 
effectiveness of our proposed model. 

A [7] decision tree is a predictive machine-learning model that 

decides the target value (dependent variable) of a new sample 

based on various attribute values of the available data. [8] The 

internal nodes of a decision tree denote the different attributes; 

the branches between the nodes tell us the possible values that 

these attributes can have in the experiential samples, while the 

workstation nodes tell us the final value (classification) of the 

dependent variable. 

Algorithm 

Training instances 
1. Tree is constructed in top down recursive divide and 

conquer manner 

2. Feature that is having the highest information gain is 

selected as root node of the decision tree. 

3. Select the attribute that gives us the next highest 

information gain. 

4. Repeat step 2 and 3 until reach from the root node to the 

leaf  node 

2. EXPERIMENTAL RESULTS 
 

The parameters such as detection rate (DR), false alarm rate (FR), 

and detection rate for unknown attack types to measure performance 

of the intrusion detection methods. [9] The detection rate is defined 

as the ratio of the detected attack records to the total attack records. 

The false alarm rate is defined as the ratio of the normal records 

detected as the attack record to total normal records. The unknown 

attack types mean the attack types. They exist in testing dataset but 

not in preparation dataset.[10]   
We have successfully conducted a comprehensive per-formance 
study on evaluating our algorithms. We applied our proposed 
intrusion detection method to both 1998’s DARPA Intrusion 
Detection Evaluation Data and its extension  KDDCUP99 dataset 
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Table 1  
Revealing performance on DARPA98 dataset 

 
  Week1  Week1 Week2  Week2 

  (r = 0.5)  (r = 0.6) (r = 0.5)  (r = 0.6) 
        

Total detection  94. 82  90.28 88.98  90.28 
rate (DR) (%)        

False alarm  3.83  0.07 3.75  0.07 
rate (FR) (%)        

 
 

Table 2  
The revealing results with the incremental update model 

 
 r = 0.17 r = 0.20 r = 0.23 r = 0.27 r = 0.30 
      

Detection rate (%) 98.85 98.65 98.53 98.47 98.47 
False alarm rate (%) 1.21 0.30 0.07 0.06 0.12 

Detection rate for 85.22 54.80 51.45 36.41 34.30 
unknown attack (%)      

 
 

      

 
 

 
 
 
      

 

   

Table 3 
 

COMPARIOSN OF RESULTS   
 

A.  Normal     Attack   
 

U.  Precision  Recall  Precision   recall 
 

1   0.004279  0.004423  0.757143  0.750978 
 

2   0.764534  0.730101  0.935402  0.945595 
 

3   0.758   0.985   0.996  0.924 
 

4   0.947   0.002   0.805  1 
 

5   0.757    0.99   0.997  0.923 
 

6   0.210835  0.337069  0.812432  0.69474 
 

7   0.739   0.995   0.999  0.915 
 

8    0    0   0.805  1 
 

9   0.733   0.991   0.998  0.913 
 

10   0.418728  0.935108  0.977622  0.685924 
 

11   0.433   0.988   0.996  0.687 
 

12   0.947   0.002   0.805  1 
 

13    0.74   0.914   0.978  0.922 
 

 
 
 
 
 
 
 
 

 
 
 

 
 
 
 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

 

3. CONCLUSION AND FUTURE WORK 

 
In this paper the investigation on capability of using only 

significant features together with the feasibility of using 

bio-inspired algorithm to detect unknown attacks were 

studied. The empirical results suggest that the problem of 

low detection rate can be addressed by using Rough Set 

feature reduction. A comparison with k-Means clustering 

method was done to evaluate the capability of aiNet 

relative to the common existing clustering method to detect 

novel attacks. The results revealed that detection rate was 

improved by using significant features. Furthermore, the 

finding also shows that Immune Network clustering 

method is robust in detecting novel attacks in the absence 

of labels. To make the usage of aiNet easier, our future 

work will focus on the automatic setting of its parameters. 

In addition, this work mainly focused on the unsupervised 

clustering of attacks using aiNet. We plan to develop a new 

semi- supervised approach in which some labels of the data 

features will be used as guidance for the clustering process. 
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